At Matienal online Safety we belleve In emnpowering parents, carers and trusted adults with the information they need to hold an infermed conversation about online safety with their children, should they

feal It Is needed. This guide focuses on one platform of many which we belleve trusted adults should be aware of. Please visit www.natlonalonlinesafety.com for further guides, hints and tips for adults.
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What parents need to know about &

- INSTAGRAM .

Ini m is a hugely popular social networking app with over 1 billion users worldwide. The app, which is N

accessible on i05 and Android devices, allows users to upload images and videos to their feed, create interactive [ L‘DE ﬁI\U

‘stories, exchange private messages or search, explore and follow other accounts they like. Images and videos can

be transfor with an array of to edit the shot before sharing and anyone wm{n an account can see others’

online‘galleries’ if their account is not private. To make posts easier to find, users can include searchable ha H

@ and captions to their uploads. That's why we've created this guide to help parents and carers understand exact
what Instagram is about.

@

HOOKED ON SCROLLING IMPACT ONWELLBEING ~ EXPOSING LOCATION = *
Many soclal media platforms, Instagram Induded, have been In a report by the RSPH, Ins mwasfankedme@ Public locations can be added to a user’s photos/videos
:fesb%edhamymheq:rm mgaﬁbdmthmfm:sluﬂq:s waorst for young people’s mental health. Using filters on and also to thelr storles. While this may seem like a good
passible. Behavioural emnuml:j Ir Eyal, calls this the Hook photos on Instagram can set unrealistic 1] Idea at the time, It can expose the locatien of your child.
Model" and the Instagram Is mat example of this. and create feelings of Inadequacy. Children may strive This Is particularly more of a sk If it Is on thelr story, as it
Chilldren and adults fired them: scrolling to try and for more likes' by using realistically edited photos. Is real time. A photo which includes landmarks in the area,
geta’dopamine rel Scrolling may become addictive and Judging them: s against other Users on the app thelr school unlform, street name, house and even
It can e difficult to stop wntil children find that’something” milght threaten thelr cenfidence or self-worth. In early tagging in the location of the photo uploaded to
they are looking for, quidkly losing track of time as they get 18, Instagram banned Images of self-harm and Instagram can expose the child's location, making It easy
deaper into thelr Instagram feed. uﬂch&e,fdkrﬂr;gmn middenfiwm!dﬂgg to [ocate them. If thelr account Is public, anyone can
Russell, who ha repmedyhamlnddngeadts access thelr account and see thelr loc
material on the platform. They since extended the ban
@ SUHHG NTODMS to Include drawings, cartoons and memes. *
Diirect messages jor DM s) on Instagram allow users to share “ HUACKED H‘ASHTAGS
Pmmhmmm and calls between Rec LIVESTREAMING REC Hasht i ol part oFhowelnsta b t#
ﬁm@éﬂrhimm&'gﬂ“ o TO STHAN'GERS mcmmnmm ndns.pﬂafﬂmpeﬁut ma’ E.lmmngulzy
:uﬁngemmammm{m ﬂ:ap:ﬁnniim Live on Instagram allows users to connect with Innocent hasht vdthmepaﬂicmarmr In mind, and
on your child's friends list, the message will still be sent to o v o AU k1 S i ccom e ) e e I ishcia ot P s el e g
ot ‘thelr raquest broadcast. If your child's account s only thelr same hiashtag for something opriate or dangerous
. Mmeumh:;w i L appr?mdhﬂnmsﬁnmemm.k's ortant to note thart your child m&mmmnﬂm
mmmw afriend request from someone they
‘Chiidren alsa risk shatin hem;ueyl o
strangers. a content ater a
ol INFLUENCER CULTURE ™300 ll Rt o it e B b (|
accounts allow hod) ttn mﬁ:mm&tgldid
Influencers are sometimes pald thousands of pounds to bl followers tknowe In earty ] gatherad In: ™ works similar to YouTube. Users can
pmamﬂqmm sinchiowch s S bytheNSPCC found “ﬂmmw children mgﬁr accounts on the platform or
media. When celebrities or | post such: an advert, on Instagram more than on any other . create thelr own channel and post thelr own videos. It's
should add a disclaimer somewhere in the post which Impartant to note anyone can create an Instagram TV
5 mmhmmmmmm%mm IN-APP PAYMENTS channel and doesn't hawe to be friends with a person to
vfdl-hldhinﬂnhﬂ;ﬂiwhﬂwm am e follow an mﬂwahﬂlﬁ!ﬂﬂﬁdﬂshTEBm
making it undear that photosvideo Is an st apo removed some of s TV content
W:?anbemmmmpﬂuph be Wﬂmwhm*w which featured seually suggestive Imagery of children. As
!lﬂummdhhwmmmpmnﬂhr theapp. It operates under the same rules as the feature may enc miore time using the
which statethat f you are under the age of 18, ey :
somebody th creating a false sense of anid app, it's iImportant to set to avodd children's sleep
M‘!iﬂﬂm ezl heatth and well you can only use thisfeature with the imvolvement of a or education being disturkbeed.
FAY |parent or guardian. FAY

- O © Top Tips for Parents & Carers < & o

If your child recelves a message from somebody they do not Instagram now has an In-built activity dashboard that allows Instagram has an ‘antl-bullying’ filter, which hides comments

know, encourage them not to accept thelr message request users to monlter and control how much time they spend on relating to a person’s appearance or character, as well as
and ‘block’ this Eerson; this Is the only walyw stop them the app. Users can add a 'dally reminder”to set a Hmit on how threats to a person’s w'eIIIJ eing or health. The filter will also
rness.aglng your child again. Children can also “tap and haold” miich time they want to spend on Instagram. prompting alert Instagram to repeated problems so that they can take

the Individual message to reportltdlreu:tlrtu:- Instagram as them to consider If its been too long. In additlon, once users acthon agalnst the user if necessary. This Is an automatic filter,

well as reporting the account ltself. hawve caught up with all the previcus posts since they last whilch should always be enabled. Children can also report

logged on, theyl recelve a”You 've completely caught up” abusive behaviour or inappropriate/offensive material

Message. Eoth ures can help you have a conversation directlyte Instagram from the app. This Includes posts,

with your child about how much time they are spending on cormments and accounts.

LOOKOUT FOR #ADS

In 2018, the UK's Competition and Markets Authority
launched an Investigation Into celebrities who were posting
adwerts on soclal media and not dedaring that they were
pald for. Influencers must clearly state that they have been

the app and to set healthy time limits.

TURN OFF SHARING
PRUTECT PERSGNA-L !NFDRMHON Even though this feature will not stop Eleeo le from taking

u
screer‘:shntgs, it will stop ethers belng a directlyshare

pald for their posts, for example using a hashtag lke #ad or Your child may unkno‘wlnqu EIVE away personal photos and videos from a story as a message to another
#sponsored. Feach your child to look out for the signs of a Informaticn on thelr profile orin thelr live streams. Talk to user. This feature can be turned off In the seftings. We also
paid pnstaadvertana‘dlxusswlth them that not everything them about what thelr personal informaticn s and make recommend tuming off the feature which automatically

sure that they do not disclose anything Including their
location, to anyone during a lvestream, comment, direct
message or any other tool for communication on the
platform, even to thelrfriends.

USE A PRIVATE ACCOUNT

By default, any Image or video your child uploads to
Instagram Is wislble to anyone. A private account means that

you hawve to approve a request If somebody wants to follow

ol and on ople you approve will see your posts and
vlde-:-s.Chlwr?n should also use a secure password and

shares photos and wideos from a story to a Facebook
| account.

REMOVE PAYMENT METHODS

If you are happy for your child to have a card assoclated
with their Instagram account, we suggest adding a PIN
whilch needs to bie entered before making a pawl\mt; this
will also help‘rrevmt wnauthorised purchases. This can be
added in the payment settings tab.

they see from celebrities Is their personal cholce and
opinien.

MANAGE NEGATIVE INTERACTIONS

If your child Is recelving unwanted or negative comment
they can block that account so that they Can’t Interact wit
them. This stops them seeing and commenting on thelr
posts, storles and live broadcasts. In addition, your child can
Instanthy delete umwanted comments from thelr posts, tum
them off completely and control who can tag and mention
them In comments, captions or stores, from everyone, only
people they fallow, or no one at all

DON'TFORGET TOBE VIGILANT & TALKTO

enable a twe-factor authentication to add an extra layer of

]
Sttty e il YOUR CHILD ABOUT THEIR OMLINE ACT I'l.||'l11ES._J
Meet our expert *NEW FOR 2020* INSTAGRAM REELS @ National
Parven Kaur Is a soclal medla expert and "
digital media consultant who |s passkanats Instogrom Reels is the latest update from Instagram that Onllne
ng digital literacy for parents gives users the ability to record and edit 15-second multi-clip
andc She has extensive experlence of videos with audio, effects, and new creative toals. It is the Safet
working in the social media arena and Is the apps answer to TikTok and con be occessed via the Staries
founder of Kids N Clidks, a web resource feature. Reels con be shared with friends and family, ﬁw k U w d d
helping parents and chi thrive in a digital however, if your child has a public account, iteould h-aa¥|ured areuvpyednescay
world. widervia ‘Explore’ ond viewed by millions of strongers online.

www.nationalonlinesafety.com Twitter- @natonlinesafety Facebook - /NationalOnlineSafety Instagram - @nationalonlinesafety
Users of this guide do soat thelr own discretion. Mo Nability 1s entered Into. Current as of the date of release: 03.06.2020



